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Wire Transfer Fraud Continues to Put Clients at Risk 

As a valued customer, we want to make you aware of several wire transfer frauds targeting the 
general public and U.S. businesses. Professionals employed in Accounting, Legal, Accounts Payable, 
Bookkeeping or other areas with the responsibility of initiating wire transfers are most susceptible to 
these frauds.  

In order to protect your business from these wire transfer schemes, we strongly recommend 
that you or your employees verbally confirm all wire transfer requests or changes in wire 
transfer instructions received by email using phone numbers you have on file.  

Law enforcement officials have warned of a wire transfer fraud based on the receipt of a compromised 
email. This fraud is a sophisticated scam targeting businesses that normally work with foreign 
suppliers and regularly perform wire transfers. The business receives a spoofed email, allegedly from 
a known supplier, indicating there has been a change to the normal wire instructions. The change may 
include the beneficiary name, the beneficiary bank and/or the account number for the payment of 
invoices. In these instances, the vendor's email has been compromised and the new wire 
instructions are fraudulent. Clients and their Accounts Payable Departments may process the 
request without confirming the validity of the wire instructions. The fraud is usually not identified until 
the legitimate vendor reports non-payment.  

In another similar fraud, an email account belonging to a Business Owner, CEO, CFO or other 
executive is compromised. A fraudulent email is then sent from the executive's email account, 
instructing a company employee to initiate a wire transfer. Operating under the premise that the wire 
transfer is authorized by the company executive, the wire is initiated and sent to the fraudster. 

If you have any questions or concerns regarding the security of your account at Valley National Bank, 
we invite you to call our 24/7 Customer Service Department at 800-522-4100. For calls made from 
outside the U.S., please call 1-973-305-8800. 

Thank you for choosing Valley. 
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